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Enabled Rule ID Category
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Reconnaissance
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Exploits

Web threats

Buffer Overflow
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Web threats
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Risk Level
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Critical
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Medium

Action
Deny
Deny
Deny
Deny
Deny
Deny
Deny
Deny
Deny
Deny
Deny
Deny
Deny
Deny
Deny

Allow
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7002 rules total < Previous 1 2 3

Name

WEB Microsoft PCT Buffer Overflow -1 (CVE-2003-0719)

WEB /etc/motd File Download

WEB Linux /etc/shadow File Download

WEB .htgroup access

WEB Cisco 10S HTTP Configuration Arbitrary Administrative Access (CVE-2001-0537)
WEB htpasswd file download (CVE-2001-0892)

WEB .htaccess file download (CVE-2000-0234)

WEB Directory Traversal -2.u

WEB Microsoft IIS Chunked Encoding Transfer Heap Overflow Vulnerability

WEB /etc/inetd.conf Access

WEB Microsoft IIS 5.0 .printer ISAPI Extension Buffer Overflow -3 (CVE-2001-0241)
WEB Microsoft IIS 5.0 .printer ISAPI Extension Buffer Overflow -2 (CVE-2001-0241)
RPC Microsoft Windows DCOM RPC Interface Buffer Overflow -1 (CVE-2003-0352)
EXPLOIT WS_FTP FTPD remote stack buffer overfiow -1

WEB Microsoft IIS 5.0 Printer Host Header Overflow (CVE-2001-0241)

EXPLOIT RSync Arbitrary File Overwrite (CVE-2004-0426)
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