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Abstract— A mobile ad hoc network (MANET) is vulnerable to
malicious attacks although it is suitable for various environments
because of its rapid establishment. In order to set up a secured
MANET, we should not only adopt encryption and authentica-
tion, but also equip each node with an intrusion detection system
to detect malicious attackers. Focusing on intrusion detection, we
propose an intrusion detection system that integrates a finite state
machine (FSM) and a support vector machine (SVM) to analyze
traffic patterns of MANETs. Shown by numerical examples, such
an intrusion detection system is able to amend drawbacks of
single-technique systems and enhance usage/right of normal users
as well as security of MANETs.

I. INTRODUCTION

A mobile ad hoc network, i.e., MANET, is a collection of
mobile hosts that can communicate with each other without
any pre-established infrastructure. Therefore, MANET has the
property of rapid infrastructure-less deployment which makes
it convenient to many environments, such as battlefields,
conferences, or some emergency rescues. However, MANET
is prone to malicious attacks [12], [15] due to the nature of
mobile wireless networks. In [8], the authors have shown how
these attacks affect the network.

In MANETs, AODV [11] is one of important routing
protocols; however, no security mechanism has initially been
specified for it. That is to say, no means protects the sys-
tem against attacks to AODV, e.g., IP/MAC spoofing and
packet discarding etc. Therefore, some new protocols have
been proposed for this reason, e.g., SAR [17], SAODV [18],
to strengthen the security of AODV based on the concept
of encryption/decryption. However, the computational ability
of a mobile device is often insufficient for a complicated
encryption/decryption. Hence, these protocols may degrade
system performance and enlarge packet delay. Moreover, only
specific but not generic attacks can be identified by them. To
further provide high survivability to a network, an intrusion
detection system (IDS), e.g., those in [1], [7], is frequently
employed as the second line of defense against attacks to
conserve the integrity and confidentiality of the transmitted
data and to provide the availability of network resources.

Although many mechanisms of IDS have been already pro-
posed for wired networks, they are hard to be directly applied
to wireless networks, in particular, MANETs. The reason why
one cannot directly apply those protocols in wired networks
to MANETs is the difference of infrastructure. In MANETs,
no infrastructure nor a centralized audit point, e.g., gateway

or router in the Internet, exists. Moreover, the distributed
algorithm rather than the centralized one employed by those
IDS systems in wired networks should be utilized in the design
for the IDS system in MANETs. Therefore, Zhang and Lee
[19] designed a distributed and cooperative architecture for
IDS in the literature. In their proposed architecture, all mobile
nodes are equipped with an IDS, called IDS agent with six
components, i.e., local data collection, secure communication,
local detection engine, cooperative detection engine, local re-
sponse, and global response. In [5], Hijazi and Nasser applied
the concept of mobile agent into the design of IDS. Bhargava
and Agrawal [2] proposed a new architecture based on that
in [19]. More specifically, they focused on IDS for AODV
and proposed two models, i.e., intrusion detection model and
intrusion response model. Using the threshold approach with
the aid of a counter called malcount, they can detect malicious
attacks. In [16], Vigna et al. proposed AODVSTAT for AODV
based on the state transition analysis technique (STAT) which
is originally designed for wired networks. AODVSTAT has
two modes, i.e., stand-alone mode and distributed mode.
Finally, Tseng et al. [13] proposed an architecture different
from that in [19]. They only put an IDS to network monitor
nodes rather than all mobile nodes and used three states to
denote detection outcomes, i.e., normal, suspicious, and alarm.

All aforementioned papers can be categorized into IDS
based on transitions of states, i.e., FSM, for known attacks. For
unknown attacks, one is able to extract features from attacks
and train a system to combat attacks, e.g., using SVM which
was proposed by Vapnik [14] based on statistics learning
theory. Of course, one can apply other theories to the design
of IDS for MANETs, for example, Dempster-Shafer theory
[3]. As far as AODV routing protocol is concerned, Zhang et
al. [20] compared the traditional data mining approach called
RIPPER with SVM and demonstrated the superior of SVM
over RIPPER. In [4], Deng et al. proposed a two-stage IDS
approach to detect attacks to AODV utilizing two SVMs, i.e.,
1-SVMDM for the first stage and 2-SVMDM for the second
stage. For an IDS system using SVM, it requires a longer
time to train the system and is probably attacked before the
system is ready to detect attacks. To get advantages of two
approaches, i.e., FSM and SVM, so that the decision time is
shortened and the detection scope is enlarged, we propose a
joint defense system which combines both FSM and SVM for
MANETs in this paper.
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The rest of the paper is organized as follows. In Section II,
let us first examine the vulnerability of AODV and introduce
the support vector machine. Then, we describe the proposed
joint defense IDS system in Section III. Section IV conducts
relevant numerical experiments for the proposed system. Fi-
nally, Section V concludes the paper.

II. VULNERABILITY OF AODV AND SUPPORT VECTOR

MACHINE

A. Vulnerability of AODV

Before designing our joint defence IDS system, let us first
briefly review the vulnerability of AODV. In the literature, the
following categories of attacks to AODV have been reported
[8], [13], [16]:

• Authentication Attack: Authentication in MANETs means
the process to authenticate a mobile node to make sure it
is a legal node or not. For routing protocols in MANETs,
IP and MAC addresses are frequently used to represent
identifications of mobile nodes. Hence, to create a fake
IP or MAC is the simplest attack of this category, which
is usually called spoofing attack.

• Availability Attack: Availability means to afford net-
work resources, e.g., bandwidth, and services, e.g.,
connectivity, for legal mobile nodes. Hence, malicious
nodes/attackers may interrupt the network through denial
of service (DoS), including dropping of packets (also
unknown as black hole attack), fabrication attack in
which RERR packets are repeatedly sent by a malicious
node on a path, resource consumption attack in which
one or many RREQ packets containing a non-existent
destination are broadcasted to cause RREQ flooding,
resulting in wastage of bandwidth, selective existence
attack etc.

• Integrity Attack: Integrity stands for no modification
to content during transmission. Some possible attacks
to AODV of this category include: 1) false message
propagation attack on the number of sequence number,
the number of hops etc., 2) man-in-the-middle attack for
which an attack/malicious node tries to let it become one
node of an existing path. Fig. 1 illustrates steps for the
man-in-the-middle attack.

• Confidentiality and Privacy Attack: Confidentiality means
that the information of a mobile node is only allowed
to be accessed by some permitted nodes and privacy
means that the information pertinent to a mobile node is
not disclosed. This category includes location disclosure
attack and content disclosure attack.

B. Introduction to the Support Vector Machine

SVM is one of branches of machine learning theory and can
be applied to solve problems of classification and regression
in a reasonable time. It is capable of reducing training and
testing errors and has good prediction based on the well-
trained model. Taking classification as an example using a
linear classifier, SVM tries to find a hyperplane denoted by
f(x) = w·x+b based a training data set so that this hyperplane
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Fig. 1. Steps of the man-in-the-middle attack.
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Fig. 2. A hyperplane classifier for SVM.

can separate this data set into two different sets. This idea is
illustrated by Fig. 2. Based on values (positives or negatives)
of f(x), one is able to classify other new input data. To have
lower testing error, an optimal hyperplane with the largest
margin between the two separated training data sets can be
found as shown in Fig. 3 through quadratic programming
using Lagrangian and Lagrangian multiplier [14]. Of course,
one may not use the linear classifier for most situations. To
employ the linear classifier, one needs a non-linear mapping
function denoted by Φ to transform the original data set into
a feature space so that the linear classifier is applicable (see
Fig. 4).

III. DESIGN OF THE JOINT DEFENSE IDS SYSTEM

Let us now describe our joint defense IDS system for
MANETs. This system is based on the AODV routing protocol
[10] and can be applied to other routing protocols with a few
modifications. Similar to the architecture in [19], we propose
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Fig. 3. An optimal hyperplane classifier and the margins.
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Fig. 4. Data transformation to the feature space through the non-linear
mapping.

the architecture for our intrusion detection system combing
FSM and SVM as shown in Fig. 5. The reason why we
combine FSM and SVM but not two SVMs is that FSM can
prevent the system from zero-day attack for known attacks
before SVM is ready for detection after the well-trained model
is formed. For each node with such an IDS, it performs
the following functions: data collection, intrusion detection,
response, which are described respectively as follows.

A. Mechanism of Data Collection

Through the wireless network card of each mobile node
(MN), packet information for an MN can be collected, in-
cluding information in control packets and information in data
packets. Passing the collected information to the detection
engine in the mechanism of intrusion detection to be described
in the following, we can detect possible attacks.
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Joint Defense System Agent

Wireless Network Card

Fig. 5. The proposed joint defense IDS system architecture.

AttackInitial

Receive Control Packet
Store IP/MAC pair

Control Packet
Compare IP/MAC pair
if value is not match

Control Packet
Compare IP/MAC pair

if value is match

Fig. 6. FSM for the spoofing attack.

Attack

Initial

Receive RREQ
store source S

start counter, timer

Timeout,
counter≦T

SUS

RREQ

Suspicious

RREQ
source S

counter increase

T
SUS
≦counter≦T

ATK

counter≧T
ATK

Fig. 7. FSM for the RREQ flooding attack.

B. Mechanism of Intrusion Detection

In the following, we design a mechanism so that less tests
are required to make a decision but still maintain the accuracy
of detection. To achieve this goal, the FSM strategy is first
applied at the first stage. If the FSM strategy is not able to
assure the node is a normal node, then the SVM is utilized
at the second stage. Defining two values of threshold, i.e.,
suspicious threshold and attack threshold, three types of user
behavior can be got, i.e.,

• Normal Behavior: We are able to say that the user is a
normal user if the accumulated value is less than the value
of suspicious threshold by observing features of packets.
Meanwhile, the corresponding feature is generated for use
of SVM.

• Suspicious Behavior: If the accumulated value is above
the value of suspicious threshold but smaller than the
value of attack threshold by observing features of packets,
we shall not make a definite decision and merely label
the behavior as suspicious behavior. Then, packets of
this suspicious behavior will be checked by SVM at the
second stage to make a final decision.

• Attack Behavior: If the accumulated value is above the
value of attack threshold by observing features of packets,
an attack will be recorded. Meanwhile, the corresponding
feature is generated for use of SVM.

In the proposed IDS, we design the FSM to specifically detect
spoofing attack, RREQ flooding attack, and man-in-the-middle
attack. Let us now describe the FSM mechanisms for these
attacks. Shown in Fig. 6 is the FSM design for spoofing
attacks. It is similar to AODVSTAT in [16]. First, use a table
to record the information of IP/MAC. If the stored information
of IP/MAC mismatches the information in packets, then the
state of FSM will be changed to state of being attacked.
Since the determination of mismatch of IP/MAC addresses
can be definitely done, the SVM at the second stage is not
required. As for RREQ Flooding attack, the design is shown in
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Fig. 8. FSM for the man-in-the-middle attack.

Fig. 7. By employing a counter along with a count-down timer
with a pre-specified initial value to count the received number
of RREQ packets from a source node, the FSM is able to
classified the user behavior based on the number stored in the
counter and respond properly. In Fig. 8 the FSM mechanism
of man-in-the-middle attacks is shown. To detect this attack,
we need to store the sequence number of the RREQ packets
and compute the difference of the sequence number of RREQ
in of a mobile node and the stored sequence number. Based
on the difference, one is able to classify the user behavior.

As for the SVM, we employ SVMLight [6] to train a support
vector machine from some features, including time stamps,
total number of RREQ packets received for each mobile node,
total number of RREQ packets from a source node, difference
of RREQ packets between that stored in a table and that in
the mobile node as shown in Table I after gathering features
for normal and abnormal behaviors marked. More specifically,

TABLE I

PARAMETERS MEASURED FOR A SVM MODEL

Parameter Description

Time The time that the feature is generated.
RREQrec[i] Total RREQ packets that node i has received.
RREQsrc[i][j] Node i detects the number of RREQ packets that send out by node j.
RREQseqdiff[i][j] The difference between the sequence number in node i and the

sequence number in RREQ packet that send out by node j.

this support vector machine is designed for further analysis on
packets with suspicious behavior marked.

C. Mechanism of Responses

Regarding how to take a response to possible attacks, we
adopt the following procedure. For the sporadic attacks, we
discard the packet without further forwarding it and update the
corresponding number stored in a table indicating the number
of packets received from the source node (suspicious attacker).
Using this table, frequency of attacks from a specific node can
be recorded. For some nodes which have high frequencies
to send attacking packets (here high frequency means the
frequency more than a pre-defined level), we can blacklist
them. Afterwards, all packets from nodes in the blacklist are
discarded directly or all these nodes are not allowed to join
routing tables unless a formal statement to claim the node is a
normal node is received. Through distribution/delivery of the
blacklist, other nodes in the ad hoc network is able to take a
proper response to avoid attacks to the network.

IV. NUMERICAL EXPERIMENTS AND DISCUSSIONS

In this section, we use ns-2 [9] ver. 2.27 along with
SVMLight [6] operated in off-line manner to evaluate the
proposed IDS. The performance metrics include detection rate
and false alarm rate etc. Using models/parameters in Table
II, we arrange simulations to evaluate the proposed system.
For simplicity, the mechanism of response is just discarding

TABLE II

SETTINGS OF THE SIMULATION ENVIRONMENT

Parameter Value / Choice

Topology 1000m × 1000m

Simulation time 300 second
Node number 30 or 50
Attack node number 3 or 5
Traffic type UDP
Packet size 512 bytes
Packet generation rate 4 packets/sec
Node movement model Random way point model
Node movement speed 5, 10, 15, 20 m/sec
Pause time 2 seconds
Feature sampling interval 3 seconds

packets from malicious nodes. The attack nodes are allowed to
perform IP/MAC spoofing attack, RREQ flooding attack, and
man-in-the-meddle attack. As for nodes with IDS, they are
randomly selected and the ratio of number of nodes with IDS
to number of total nodes varies from 20% to 90% with step
of 10%. To obtain metrics, we collect 10 observations to have
the average value.

A. Results and Discussions

Let us first define the following two metrics

Detection Rate (%) =
TP

TP + FN
× 100%,

False Alarm Rate (%) =
FP

FP + TN
× 100%,

where TP, TN, FP, and FN represent true positive, true nega-
tive, false positive, and false negative, respectively, regarding
attack detection. From simulations, detection rates of the
system can achieve 94%, 90%, 95% for IP/MAC spoofing
attack, man-in-the-middle attack, and RREQ flooding attack,
respectively, at the first stage (i.e., using FSM solely). With the
aid of SVM, detection rates for man-in-the-middle attack and
RREQ flooding attack can be further improved to 92% and
99%, respectively. These are shown in Table III. From this

TABLE III

DETECTION RATE AND FALSE ALARM RATE OF ATTACKS

FSM FSM+SVM

Attack type Detection rate False alarm rate Detection rate False alarm rate

IP/MAC spoofing 94.21% 6.82% – –
Man-in-the-middle 89.50% 5.42% 91.63% 7.83%
RREQ flooding 95.41% 6.58% 99.47% 1.25%

table, we also know that different attacks should be solved
by different strategies. For example, SVM is not necessary
in helping detect IP/MAC spoofing attack. That is why we
want to design the joint defense IDS system which employs
FSM and SVM to combat attacks. Further comparing with [4],
our system can shorten the decision time since FSM needs no
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Fig. 9. Detection rate per IDS node (percentage of RREQ flooding attacks
detected) vs. number of IDS nodes (the number of total nodes is 30).
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Fig. 10. Detection rate per IDS node (percentage of RREQ flooding attacks
detected) vs. number of IDS nodes (the number of total nodes is 50).

training time but 1-SVMDM does. Moreover, our system has
a comparable detection rate with the system proposed in [4].

Note that the system overall has a detection rate higher than
95% for RREQ flooding attack using the above-defined metric.
But, we now use another way to gauge the detection rate per
IDS node. The new detection rate is defined as follows:

Detection Rate per IDS Node (%)

=
DATK

TATK × TIDS
× 100%,

where TATK , TIDS , and DATK denote the total number of
attack nodes, the total number of nodes with IDS, and the total
number of attack nodes detected by IDS nodes, respectively.
This metric can be interpreted as the percentage of attack
nodes detected by an IDS node. Focusing on the RREQ
flooding attack, we have results of detection rate per IDS node
vs. number of IDS nodes for numbers of total nodes equal to
30 and 50 in Figs. 9 and 10. From Fig. 9 (Fig. 10), we know
that about 58% (53%) of attack nodes can be detected by FSM
while FSM plus SVM can reach about 86% (80%). The above
results further strengthen that the necessary of a joint defence
system because only about half of attack nodes are detected
although FSM works, while SVM needs more longer decision
time but it can detect more malicious nodes.

V. CONCLUSIONS

A joint intrusion detection system combing FSM and SVM
for MANETs is proposed in this paper. The system not only
has a higher overall detection rate, but also shortens the time of

decision making. Moreover, it obviously enlarges the detection
scope than the single-technique, e.g., FSM, SVM, system.
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