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Authentication is the
process of determining
whether or not an activity
is a genuine one. It is a
very desirable security ser-
vice and is an important
property of a secure net-
work or computer systen.
Data and communica-
tions integrity can be
directly built on authenti-
cation mechanisms. Iden-
tification is the process of
determining whether
someone is truly the per-
son who he says he is.

ntrusion detection is a new, retrofit approach
for providing a sense of security in existing
computers and data networks, while allowing
them to operate in their current “open” mode.

#% The goal of intrusion detection is to identi-
fy preferably inreal time, unauthorized use, misuse,
and abuse of computer systems by both system insid-
ers and external penetrators. The intrusion detec-
tion problem is becoming a challenging task due
to the proliferation of heterogeneous computernet-
works since the increased connectivity of comput-
er systems gives greater access to outsiders and makes
it easier for intruders to avoid identification.
Intrusion detection systems (IDSs) are based on
the beliefs that an intruder’s behavior will be notice-
ably different from that of a legitimate user and
that many unauthorized actions are detectable. Typ-
ically, IDSs employ statistical anomaly and rule-
based misuse models in order to detect intrusions.

A number of prototype IDSs have been developed
at several institutions, and some of them have
alsobeen deployed on an experimental basis in oper-
ational systems. In this paper, several host-based and
network-based IDSs are surveyed, and the char-
acteristics of the corresponding systems are iden-
tified. The host-based systems employ the host
operating system’s audit trails as the main source
of input to detect intrusive activity, while most of the
network-based IDSs build their detection mecha-
nism on monitored network traffic, and some employ
host audit trails as well. An outline of a statistical
anomaly detection algorithm employed in a typi-
cal IDS is also included.

Introduction

Asecure computer or network system should pro-
vide the following services—data confidentiality,
data and communications integrity, and assurance
against denial-of-service {1, 2]. Data confidentiali-
ty service protects data against unauthorized dis-
closure. Release of a message’s content to un-
authorized users is a compromise which this ser-
vice should protect. Data and communications integri-
ty service is concerned with the accuracy, faith-
fulness, non-corruptibility, and believability of

information transfer between peer entities (includ-
ing computers connected by a network). This ser-
vice must ensure correct operation of the system
hardware and firmware, and it should protect
against unauthorized modification of data and
labels. Denial-of-service is a threat, and assur-
ance against denial-of-service is an important
security service [3]. A denial- of-service condition
is said to exist whenever the system throughput
falls below a pre-established threshold, or when
access to a (remote) entity is unavailable. While such
attacks are not completely preventable, it is often
desirable to reduce the probability of such attacks
below some threshold.

The conventional approach to secure a com-
puter or network system is to build a “protective
shield” around it. Outsiders who need to enter
the system must identify and authenticate them-
selves — commonly known as the Identification
& Authentication (I&A) problem.! Also, the
shield should prevent leakage of information
from the protected domain to the outside world.
Mandatory access control techniques (e.g.,
cryptography-based) might be used in the design
of such secure systems [1].

There are a number of limitations to this pre-
vention-based approach for computer and net-
work security, as outlined below.

« It is difficult, perhaps impossible, to build an
useful system which is absolutely secure. That
is, the possible existence of some design flaw in
a system with a large number of components
cannot be excluded. In addition, one cannot
rule out the occurrence of administrative flaws
such as misconfiguration of equipment when
bought from vendor, errors due to backward com-
patibility of vendor equipment, and poor admin-
istrative policies and practices.

It is impractical to assume that the vast existing
infrastructure of (possibly insecure) computer and
network systems will be scrapped in favor of
new, secure systems since a tremendous invest-
ment into our current infrastructure has already
been made.

The prevention-based security philosophy con-
strainsa user’s activities; the current “open” mode
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of operation of most systems is regarded by many

to be a highly-useful environment for promot-

ing user productivity.

* Crypto-based systems cannot defend against
lost or stolen keys, and against cracked passwords.

* Finally, a secure system can still be vulnerable
to insiders misusing their privileges since it can-
not fully guard against the insider threat, i.e., users
who abuse their privileges. (Systems with
mandatory access controls, however, can reduce
the risks of some kinds of insider attacks.)
Around the mid-"80s, an alternative approach,

called intrusion detection, for providing a differ-

ent notion of security in computer systems was
proposed [4]. The basic arguments in favor of this
concept are those outlined in the previous para-
graph, namely, that not only abandoning the
existing and huge infrastructure of possibly-
insecure computer and network systems is
impossible, but also replacing them by totally-
secure systems may not be feasible or cost effec-
tive. That is, our computers and networks may
be under attack; but an intrusion detection sys-
tem based on a retrofit technology should be able
to detect such attacks, preferably in real time

(i.e.,when the attacks are in progress). Typically, an

intrusion detection systems (IDS) alerts a system

security officer (SSO) when it detects an attack.

This approach is gaining increasing momentum

and acceptance, and a number of prototype IDSs

— some for a single host and others for several

hosts connected by a network — have been built

at several institutions.

Intrusion detection is defined to be the prob-
lem of identifying individuals? who are using a
computer system without authorization (i.e.,
“crackers”) and those who have legitimate access
to the system but are abusing their privileges (i.e.,
the “insider threat”). Generally, an intrusion
would cause loss of confidentiality, loss of integri-
ty, denial of resources, or unauthorized use of
resources. Some specific examples of intrusions
that concern system administrators include:
¢ Unauthorized modifications of system files so

as to permit unauthorized access to either sys-

tem or user information.

*» Unauthorized access or modifications of user
files/information.

* Unauthorized modifications of tables or other
system information in network components
(e.g., modifications of router tables in an inter-
net to deny use of the network).

e Unauthorized use of computing resources
(perhaps through the creation of unauthorized
accounts or perhaps through the unauthorized use
of existing accounts).

Anexample intrusion scenarioisincluded at the end

of this section.

Detecting attacks requires the use of a model
of intrusion, namely, what should the IDS look
for? Currently, two types of models are employed
in IDSs. The first model hypothesizes its detection
upon the profile of a user’s (or a group of users’) nor-
mal behavior. It statistically analyzes parameters
of the user’s current session, compares them to
the profile representing the user’s normal behav-
ior, and reports “significant” deviations to a SSO.
Here, significant is defined as a threshold set by
the specific model or by the SSO. A typical IDS
may report the “Top Ten” most suspicious

sessions to the SSO [5]. Because it catches ses-
sions which are not normal, it is referred to as an
“anomaly” detection model.

The second type of model bases its detection upon
acomparison of parameters of the user’ssession and
the user’s commands to a rule-base of techniques
used by attackers to penetrate a system. Attack
signatures (i.e., known attack methods) are what this
model looks for in the user’s behavior. Since this
model looks for patterns known to cause security
problems, it is called a “misuse” detection model.

A number of IDSs base their design on analyz-
ing the host operating system (OS)’s audit trails.
Their examples include AT&T’s ComputerWatch
[6], TRW’s Discovery [7, 8], Haystack Laborato-
ry’s HAYSTACK system [5], SRI International’s
Intrusion Detection Expert System (IDES) [9, 10,
11], Planning Research Corporation’s Informa-
tion Security Officer’s Assistant (ISOA) [12, 13],
National Security Agency’s Multics Intrusion
Detection and Alerting System (MIDAS) [14],
and Los Alamos National Laboratory’s Wisdom
& Sense (W&S) [15] and Network Anomaly
Detection and Intrusion Reporter (NADIR) [16].
Some of the basic algorithms employed in these
systems include evaluation of a weighted multi-
nomial function to detect deviations from normal
behavior, a covariance-matrix-based approach for
profiling normal behavior, and rule-based expert sys-
tem approach to detect violations of security policy.

Early IDS models were designed to monitor a sin-
gle host. However, more recent models accom-
modate the monitoring of a number of hosts
interconnected by a network, e.g., ISOA,IDES, and
UC Davis’ Network Security Monitor (NSM) and
Distributed Intrusion Detection System (DIDS).
Some of these systems (ISOA and IDES) transfer
the monitored information (host audit trails)
from the monitored hosts to a central site for
processing. Others (NSM, DIDS) monitor the
network traffic flow as well, as part of their intru-
sion detection algorithms.

An Example Intrusion Scenario

A description of a real attack that occurred several
months ago and was detected by our Network
Security Monitor (NSM) [17] provides a good
example of the types of attacks that occur regu-
larly and must be detected. Pertinent facts include
the following:

* At least ten different computers were involved.

 The computers were managed by eight sets of
system administrators distributed over seven
different sites, three states, and two countries.

» The attack exploited a number of different vul-
nerabilities in a number of different computer
systems.

The attack took place in several stages over sev-
eral days.

1) The initial phase of the attack included: a
series of “doorknob-rattling” operations (namely,
the use of common account_name/password
combinations to break-in) from COMPANY1 . com,
resulting in a successful break-in into
shark.SCHOOL2 .edu by exploiting a flaw;
importing a Trojan login program from
omen . SCHOOL3 . edu and installing it in shark;
and followed (on the next day) by a login from
revir.SCHOOLL.eduinto shark.SCHOOL2 . edu
by the Trojan login program installed the previ-

Detecting
attacks
requires
the use

of a model

of intrusion:
what should

the IDS
look for?

2 Typically, these individu-
als are users, but they may
be hosts or programs (in
case of machine attacks)

as well.
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The
Computer-
Watch audit
trail analysis
tool
provides a
significant
amount of
audit data
reduction
and limited
intrusion-
detection
capability.

ous day. Apparently this attempt is merely testing
if the Trojan still existed, and the intruder quickly
logs off.

2) The second element of the attack observed
isanother loginto shark exploiting the Trojanlogin
program; however, this login comes from
bear.SCHOOL4 . edu. Although this attack
came from a different place, we are confident
that this is the same person. This is based on two
facts: the Trojan horse was installed only the
nightbefore; and the special password used was spe-
cific to shark, i.e., although other Trojan horses
have beendiscovered, the password selected and set
the night before is unique to shark. The intrud-
erthenuses sharkasaplatform from which to attack
other computer systems.

3) The intruder exploits a hole in a . rhosts
file onacomputer at awell-known school on the east
coast,next.SCHOOL®6 . edu, and logs in as
uucp. Once on next, the intruder executes a pro-
gram granting him root privileges.

4) As root, the intruder is able to exploit the
fact that another computer’s file system,
kropotkin.SCHOOL7 . edu,ismountablebynext.
Once the intruder is able to mount kropotkin,
he is able to examine and manipulate the file sys-
tem without having to login to kropotkin. The
intruder installs another hole into kropotkin that
allows anyone to login to the account tami
from anywhere.

5) As it turns out, the home directory for user
tami onkropotkinisthesame ontwootherhosts
at SCHOOL7, wombat . SCHOOL7 . edu and
SCHOOL7 . edu. This fact gives the intruder
access to these machines as well. After moving about
the different SCHOOL7 computer systems, the
intruder returns to shark at SCHOOLZ2.

6. The intruder next attacks a computer at
SCHOOLS, called SCHOOLS . edu, by exploiting
a Trojan login program previously installed.

7. Using SCHOOLS as a platform, the intruder
attacksacomputer in Canada, polyv . COUNTRY2,
by exploiting a Trojan login program there as
well. The intruder notices the system administra-
tor currently active, and he exits polyv.

8. After extensively examining SCHOOLS’s
file system, the intruder returns again to shark
at SCHOOL2.

9. From shark, the intruder breaks into a
computer at COMPANY2, previous.COMPA-
NY2. com, by exploiting a “+ +” in the .rhosts
file for the accountme. The intruder, apparently sat-
istied that this hole is still intact, returns back to
shark.

10. The intruder again breaksintopo1yv . COUN-
TRY2, and once again, his visit is short.

11. Finally, after more than six hours of attack-
ing various computer systems, the intruder exits
shark to return to bear . SCHOOL4 . edu.

Host-Based Intrusion Detection
Systems

An early abstract model of a typical IDS was
proposed in [4]. Since then, a number of
IDSs have been designed and deployed. A large
number of IDSs employ their host OS’s audit
trail as the main source of input for detecting
intrusions. Such systems are surveyed in this sec-

tion. For each IDS surveyed, we provide an
overview of the system, an outline of the system’s
organization, and a discussion on how the system
operates.

ComputerWatch

Overview — The ComputerWatch audit trail anal-
ysis tool provides a significant amount of audit
data reduction and limited intrusion-detection capa-
bility [6]. The amount of data viewed by an SSO
is reduced while minimizing the loss of any infor-
mational content. Data reduction is performed by
providing a mechanism for examining different views
of the audit databased on information relationships.

ComputerWatch, designed for the System V/MLS
operating system, was written to assist, but not
replace, the SSO. The tool uses an expert system
approach to summarize security sensitive events and
to apply rules to detect anomalous behavior. It
also provides a method for detailed analysis of
user actions in order to track suspicious behavior.

System Organization — Audit trail records can
be analyzed either by the SSO interactively, or in
batch mode for later review, i.e., ComputerWatch
doesnoreal-time analysis of events. There are three
levels of detection statistics, namely, system,
group, and user. Statistical information for sys-
tem-wide events is provided in a summary report.
Statistical information for user-based events is
provided by detection queries. Statistical infor-
mation for group-based events will be a later
enhancement [6].

System Operation — ComputerWatch provides
a System Activity Summary Report for the SSO.
This report contains summary information describ-
ing the security-relevant activities occurring on
the system. The report can indicate what types of
events need closer examination. The SSO can
also perform his own analysis on the data. Expert
system rules are used to detect anomalies or sim-
ple security breaches. The rules are fired when an
equation is satisfied and when the rules in its pre-
decessor list have been fired as well.

The detection queries that are provided have been
designed to assist the SSO in detecting “simple”
system security breaches. These security breaches
may involve intrusion, disclosure, or integrity sub-
version. The detection queries display similar
security-relevant system activities as those that
are described in the summary report, but at a
user level. A SQL-based query language is pro-
vided to allow the SSO the capability to design
custom queries for intrusion detection.

Discovery

Overview — Discovery is an expert system tool
developed by TRW for detecting unauthorized
accesses to its credit database [7, 8]. The Discovery
system itself is written in COBOL, while the
expert system is written in an Al shell. Both run
on IBM 3090s. Their goal is not to detect attacks
on the operating system, but to detect abuses of
the application, namely, the credit database.

System Organization — TRW runs a database
that contains the credit histories of 133 million
consumers. It is accessed more than 400,000
times a day using 150,000 different access codes,
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many of which are used by more than one person
[7, 8], but these numbers are expected to have
increased by now. The database is accessed in
three ways: on-line access by TRW customers
who query consumers’ credit information, month-
ly updates from accounts receivable data received
onmagnetic tape, and modifications to correct errors
and inaccuracies. The Discovery system examines
each of these processes for unauthorized activity.

Discovery is a statistical inference system
which looks for patterns in the input data. Its tar-
gets include hackers, private investigators, and
criminals. It is designed to detect three types of
undesired activity, namely, accesses by unauthorized
users, unauthorized activities by authorized users,
and invalid transactions. Processing of the audit data
is performed in daily batches.

System Operation — 1) Customer Inquiries.
Discovery’s processing sequence is as follows.
First, records with invalid formats are discarded.
Valid records are then sorted and processed by a pat-
tern recognition module. Inquiries are compared
to both the standard inquiry profile and a model
of illegitimate access. Access codes which are sus-
pected of having been misused can also be flagged
for tighter scrutiny.

The system produces a user profile for each
customer by type-of-service and access method.
These profiles are updated daily. The system gen-
erates statistical patterns based on the variables
in each inquiry (e.g., presence or absence of a
middle initial), access characteristics (e.g., time of
day), and characteristics of a credit record (e.g., geo-
graphic area).

Each variable has a tolerance, established by
accumulated patterns, within which the daily
activity should fall. Three types of comparison
are made: each inquiry with the global pattern,
each subscriber’s daily pattern with the global
pattern, and a subscriber’s pattern with an indus-
try pattern. The system’s output is an exception data
file that lists the reasons for the exceptions, as
well as a report module. Investigative data is also
stored in a database and may be retrieved using a
query language.

Initial production runs of the expert system
produced large numbers of exceptions. Some of
these were traced to variations due to time of day,
etc. Heuristics based on analysis of actual cases
are also being included in the expert system.

2) Database Update. Several factors in the incom-
ing data from customers are measured by a
COBOL program. Data is entered into the
database only if statistical comparisons with pre-
viously reported data are within a pre-defined
tolerance. Data that is rejected by the statistical
analysis is submitted to an expert system for
further validation, and is entered into the database
if passed by the expert system.

3) Database Maintenance. The credit database
may be modified by TRW operators tocorrect errors
and inaccuracies. An expert system designed to mon-
itor the maintenance process performs statistical
analysis of maintenance transactions and analyzes
each credit record’s maintenance history.

Discovery hasdetected and isolated unauthorized
accesses to the database, masqueraders, and
invalid inquiries. It has also provided investiga-
tors with concise leads on illegitimate activity.

Several of the deviations that have been discov-
ered were found to be caused by customers chang-
ing their access methods and systems. The expert
system allows TRW to apply a consistent security
policyinthe update process. A beneficial side-effect
of the system is the compilation of purchasing
patterns for each customer, which is useful for
marketing purposes.

HAYSTACK

Overview — HAYSTACK was initially designed
to be a system for helping Air Force Security
Officers detect misuse of Unisys 1100/2200
mainframes used at Air Force Bases for routine
“unclassified but sensitive” data processing [5].
HAYSTACK software reduces voluminous system
audit trails to short summaries of user behaviors,
anomalous events, and security incidents. This reduc-
tion enables detection and investigation of intru-
sions, particularly by insiders (authorized users).
In addition to providing audit trail data reduc-
tion, HAYSTACK attempts to detect several
types of intrusions: attempted break-ins, mas-
querade attacks, penetration of the security sys-
tem, leakage of information, denial of service,
and malicious use. HAYSTACK’s operation is
based on behavioral constraints imposed by
official security policies and on models of typical
behavior for user groups and individual users.

System Organization — The initial HAYSTACK
system consisted of two program clusters, one
executing on the Unisys 1100/2200 mainframe,
and the other executing on a 386-based PC run-
ning MS-DOS and the ORACLE database man-
agement system [5]. Data is transferred from the
mainframe to the PC by magnetic tape or elec-
tronic file transfer over a communications line.
Performancewise, it has been found that a typical
day’s worth of audit data can be processed within
a few hours on the PC.

The preprocessor portion of HAYSTACK
(which runs on the mainframe) is a straightfor-
ward COBOL application that selects appropri-
ate audit trail records from the Unisys proprietary
audit trail file as input, extracts the required
information, and reformats it into a standardized
format for processing on the PC. Software on the
PCiswrittenin C,embedded SQL, and ORACLE
tools. It processes and analyzes the audit trail
files, helps the SSO maintain the databases that
underlie HAYSTACK, and gives the SSO addi-
tional support for his investigations.

System Operation — HAYSTACK helps an
SSO detect intrusions (or misuse) in three differ-
ent ways.

1) Notable Events. HAYSTACK highlights
notable single events for review. Events that
modify the security state of the system are report-
ed, along with explanatory messages. This includes
both “successful” and “unsuccessful” events that
affect access controls, user-ids, and group-ids.

2) Special Monitoring. The SSO may “tag”
particular security “subjects” and “objects” for
special monitoring. This is analogous to setting
an alarm to go off when a particular user-id is
active, or when a particular file or program is accessed.
This alarm may also increase the amount of
reporting of the user’s activity.
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3) Statistical Analysis. HAYSTACK performs
two different kinds of statistical analysis. The first
kind of statistical analysis yields a set of “suspi-
cion quotients.” These are measures of the degree
towhich the user’s aggregate session behavior resem-
bles one of the target intrusions which HAYSTACK
is trying to detect.

About two dozen “features” (behavioral mea-
sures) of the user’s session are monitored on the
Unisys system, including time of work, number of
files created, number of pages printed, etc. Given
a list of the session features whose values were
outside the expected ranges for the user’s security
group, plus the estimated significance of each
feature violation for detecting a target intrusion,
HAYSTACK computes a weighted multinomial
“suspicion quotient” which signifies how closely that
session resembles a target intrusion for the user’s
security group. The suspicion quotient is there-
fore a measure of the “anomalousness” of the
session with respect to a particular weighting of
features. HAYSTACK emphasizes that such sus-
picions are not “smoking guns,” but are rather
hints or hunches to the SSO that the session may
warrant further investigation. Such a statistical
anomaly detection algorithm is treated in greater
detail in the section on an intrusion detection
algorithm case study later in this article.

The second kind of statistical analysis detects vari-
ation within a user’s behavior by looking for sig-
nificant changes (“trends”) in recent sessions
compared to previous sessions.

Intrusion-Detection Expert System (IDES)
Overview — The Intrusion-Detection Expert
System (IDES) developed at SRI International is
a comprehensive system that uses complex statis-
tical methods to detect atypical behavior, as well
as an expert system that encodes known intrusion
scenarios, known system vulnerabilities, and the
site-specific security policy [9-11].

The overall goal of IDES is to provide a sys-
tem-independent mechanism for the real-time detec-
tion of security violations. These violations can be
initiated by outsiders who attempt to break into a
system or by insiders who attempt to misuse their
privileges. IDES runs independently on its own
system (currently a Sun workstation) and pro-
cesses the audit data received from the system
being monitored.

System Organization — The IDES prototype
uses a subject’s historical profile of activity to
determine whether its current behavior is normal
withrespect to past or acceptable behavior. Subjects
are defined as users, remote hosts, or target systems.
A profile is a description of a subject’s normal
(i-e., expected) behavior with respect to a set of
intrusion-detection measures. IDES monitors
target system activity as it is recorded in audit
records generated by the target system. Due to
the fact that these profiles are updated daily,
IDES is able to adaptively learn a subject’s behav-
ior patterns; as users alter their behavior, the pro-
files change toreflect the most recent activity. Rather
than storing the tremendous amount of audit
data, the subject profiles keep only certain statis-
tics such as frequency tables, means, and covariances.

IDES also includes an expert-system component
that is able to describe suspicious behavior that is

independent of whether a user is deviating from
past behavior patterns.The expert system contains
rules that describe suspicious behavior based on
knowledge of past intrusions, known system vul-
nerabilities, or the site-specific security policy.

The IDES comprehensive system is considered
to be loosely coupled in the sense that the deci-
sions made by the two components are independent.
While the two components share the same source of
auditrecords and produce similar reports, their inter-
nal processing is done separately. The desired effect
of combining these two separate components is a
complementary system in which each approach
will help to cover the limitations of the other.

System Operation — The system has two major
components as discussed below.

1) The Statistical Anomaly Detector (IDES/STAT)
[11]. In order to determine whether or not cur-
rent activity is atypical, IDES/STAT uses a deduc-
tive process based on statistics. The process is
controlled by dynamically-adjustable parameters
that are specific to each subject. Audited activity
is described by a vector of intrusion-detection
variables that correspond to the measures record-
ed in the profiles. As each audit record arrives,
the relevant profiles are retrieved from the knowl-
edge base and compared with the vector of intru-
sion-detection variables. If the point defined by
the vector of intrusion-detection variables is suffi-
ciently far from the point defined by the expected
values, with respect to the historical covariances
for the variables stored in the profiles, then the record
is considered anomalous. The covariance-matrix-
based approach, however, has turned out to be com-
pute-intensive, and recent versions of IDES have
dropped the covariance-based computations [18].

The procedures are not only concerned with
whether an audit variable is out of range, but also
with whether an audit variable is out of range rel-
ative to the values of the other audit variables.
IDES/STAT evaluates the total usage pattern,
notjusthowthe subject behaves withrespect to each
measure considered singly.

2) The Expert System. The IDES expert sys-
temwill make attack decisions based on information
contained in the rule-base regarding known
attack scenarios, known system vulnerabilities,
site-specific security information, and expected
system behavior. It will, however, be vulnerable
to intrusion scenarios that are not described in
the knowledge base.

The expert system component is a rule-based, for-
ward-chaining system. A production-based expert
system tool (PBEST) has been used to produce a
working system. The PBEST translator is used to
translate the rule-base into C language code,
which actually improves the performance of the
system over using an interpreter. As the size of
the rule-base increases, the processing time will also
increase since the functions thatimplement the rules
must search longer lists.

Information Security Officer’s Assistant
(ISOA)

Overview — The Information Security Officer’s
Assistant (ISOA) is a real-time security monitor
implemented on a UNIX-based workstation that
supports automated as well as interactive audit
trail analysis [12, 13]. This monitor provides a sys-
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tem for the timely correlation and merging of dis-
joint details into an assessment of the current
security status of users and hosts on a network.
The audit records, which are indicators of actual
events, are correlated with known indicators (i.e.,
expected events) organized in hierarchies of con-
cern, or security status.

ISOA’s analysis capabilities include both statis-
tical as well as expert system components. These
components cooperate in the automated exami-
nation of various “concern levels” of data analy-
sis. As recognized indicators (sets of indicators)
are matched, concernlevelsincrease and the system
begins to analyze increasingly detailed classes of
audit events for the user or host in question.

System Organization — The monitoring of events
that do not constitute direct violation of the securi-
ty policy requires a means to specify expected behav-
ior on a user and host basis. The expected behavior
can be represented in profiles that specify thresholds
as well as associated reliability factors for discrete
events. The observed events can then be compared
to expected measures, and deviations can be iden-
tified by statistical checks of expected versus actual
behavior. ISOA profiles also include a historical
abstract of monitored behavior (e.g., arecord of how
often each threshold was violated in the past), and
inferences that the expert system has made about the
user. Hosts aswell as individual users are monitored.

Events that cannot be monitored by examining
thresholds make it necessary to effect a higher-order
analysis that is geared towards correlating and resolv-
ing the meaning of diverse events. The expert sys-
tem analysis component can specify the possible
relationships and implied meaning of diverse events
using its rule-base. Where statistical measures
can quantify behavior, the rule-based analysis
component can answer conditional questions
based on sets of events.

System Operation — The underlying processing
model of ISOA consists of a hierarchy of concern
levels constructed from indicators. Analysisis struc-
tured around these indicators to build a global
view of the security status for each monitored
user and host. The indicators allow modeling and
identification of various classes of suspicious behav-
ior, such as aggregator, imposter, misfeasor, etc.

Two major classes of measures are defined: real-
time and sessionThe real-time measures require imme-
diate analysis, while session measuresrequire (at mini-
mum) start-of-session and end-of-session analysis.

ISOA supports two classes of anomaly detection:
preliminary and secondary. Preliminary anomaly
detection takes place during the collection of the
audit data (i.e., in real time). Predetermined events
trigger an investigation of the current indicator or
eventof interest. If further analysis iswarranted, the
current parameters are checked against the pro-
files for real-time violations or deviations from expect-
ed behavior.

Secondary anomaly detectionisinvoked at the end
of a user login session or when required for resolu-
tion. The current session statistics are checked against
the profiles, and session exceptions are determined.

When the expert system is notified that the state
of indicators has changed significantly, it attempts
to resolve the meaning of the current state of indi-
cators. This is done by evaluating the appropriate

subset of the overall rule-base, which consists of a
number of individual rules that relate various
indicator states with one another and with estab-
lished threat profiles. The end result of anomaly res-
olution is presented to the SSO in the form of a
graphical alert, an advice, and an explanation as
to why the current security level is appropriate.

Multics Intrusion Detection and Alerting
System (MIDAS)

Overview — The Multics Intrusion Detection and
Alerting System (MIDAS) is an expert system which
provides real-time intrusion and misuse detection
for the National Computer Security Center’s net-
worked mainframe, Dockmaster,a Honeywell DPS-
8/70 Multics computer system [14].

MIDAS has been developed to employ the basic
concept that statistical analysis of computer system
activities can be used to characterize normal system
and user behavior. User or system activity that
deviates beyond certain bounds should then be
detectable.

System Organization — MIDAS consists of sev-
eral distinct parts. Those implemented on Dock-
master itself include the command monitor, a
preprocessor, and a network-interface daemon.
Those that are installed on a separate Symbolics Lisp
machine include a statistical database, a MIDAS
knowledge base, and the user interface.

The command monitor captures command
execution data that is not audited by the Multics
system, the preprocessor transforms Dockmaster
audit log entries into a canonical format, and the net-
work-interface daemon controls communications.
The statistical database records user and system
statistics, the knowledge base consists of a repre-
sentation of the current fact base and rule-base,
and the user interface provides communication
between MIDAS and the SSO.

An expert system utilizes a forward-chaining
algorithmwith four tiers (generations) of rules. The
firing of some combination of rules in one tier
can cause the firing of a rule in the next tier. The
higher the tier, the more specific the rules become
in regards to the possibility of attacks.

MIDAS keeps user and system-wide statistical
profiles that record the aggregation of monitored
system activity. The user’s (system’s) current session
profile iscompared to the historical profile to deter-
mine whether or not the current activity is out-
side two standard deviations.

System Operation — The logical structure of
MIDAS revolves around the rules (heuristics)
containedin the rule-base. There are currently three
different types of rules which MIDAS employs to
review audit data.

1) Immediate Attack. These rules examine a small
number of data items without using any kind of
statistical information. They are intended to find
only those auditable events that are, by them-
selves, abnormal enough to raise suspicion.

2) User Anomaly. These rules use statistical
profiles to detect when a user’s behavior profile
deviates from previously-observed behavior pat-
terns. User profiles are updated at the end of auser’s
session if the behavior has changed significantly, and
are maintained for each user throughout the life
of the account.
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3) System State. These rules are similar to the user
anomaly rules, but depict what is normal for the entire
system, rather than for single users.

Wisdom and Sense

Overview — Wisdom and Sense (W&S)is an anoma-
ly detection system developed at the Los Alamos
National Laboratory [15]. It operates on a UNIX
(IBM RT/PC) platform and analyzes audit trails from
VAX/VMS hosts. It is an anomaly detection sys-
tem which seeks to identify system usage patterns
which are different from historical norms. It can pro-
cess audit trail records in real time, although it is
hampered by the fact that the operating system
may delay writing the audit records.

The objectives of W&S are to detect intru-
sions, malicious or erroneous behavior by users,
Trojan horses, and viruses. The system is based
on the presumption that such behavior isanomalous
and could be detected by comparing audit data
produced by them with that of routine operation.

System Organization — W&S is a statistical,
rule-based system. One of its major features is
that it derives its own rule-base from audit data.
It receives historical audit data from the operat-
ing system and processes it into rules. These rules
are formedintoaforest (i.e., asetof trees). The rules
are human-readable, and thus the rule-base may
be supplemented or modified by a human expert
to correct deficiencies and inconsistencies. The rules
define patterns of normal behavior in the system.
A W&S rule-base may contain between 10% and
109 rules, which take 6 to 8 bytes each, and can be
searched in about 50 ms. A typical generation of
the rule-base takes less than an hour on an inex-
pensive workstation.

W&S views the universe as a collection of
events, each represented by an audit record.
Audit log records contain data about the execu-
tion of individual processes. Each record consists
of anumber of fields which contain information such
as the invoker (user), the name of the process, its
privileges, and system resources utilized.

Data is viewed primarily as categorical, i.e.,
any field in a record can take one of a number of
values. Categorical data is represented as charac-
ter strings. Continuous data, such as CPU time, is
mapped into a set of closed ranges, and then
treated as categorical data.

System Operation — 1) Rules. Rules consist of a
left-hand side (LHS), which specifies the conditions
under which the rule applies; and a right-hand
side (RHS) (alsoreferred to as the rule’s restriction),
which defines what is considered normal under
these conditions. The absence of a rule means
that everything is considered normal.

The LHS could consist of field values or value
ranges, values computed from a series of records
(e.g, mean time between events), or subroutines
returning a Boolean value. A given rule fires only
if an audit record has fields whose values match
the LHS and if any subroutines in the LHS return
true.

The RHS may take the form of a list of acceptable
categorical values for a record field, a list of
acceptable ranges of a continuous field, and a list
of user-defined functions. Each rule has a grade,
which is a measure of its accuracy. Rules which

are more specific, or which represent frequently-
occurring patterns with less variability, are given bet-
ter (i.e., higher) grades.

2) Constructing the Rule-Base. The historical data
is first condensed, and then processed through
the rule-base generator, which builds the forest of
rule trees. At each level, the rule-base consists of
nodes designating fields, and nodes designating
acceptable values of each field. The rules are gen-
erated by repeatedly sorting the data and examining
the frequency of field values. The tree is pruned
as it is being built by using a number of pruning
rules to limit its size.

3) Audit Data Analysis. The “Sense” part of W&S
analyzes an activity file using the rule forest. It
looksatarecord, finds the applicable rules, and com-
putesa figure of merit (FOM) foreach field and each
transaction. A transaction’s FOM is the normal-
ized sum of the grades of failed rules.

Anumber of transactions may be grouped to form
a thread. Each thread belongs to a thread class
that is defined by values of specific audit record
fields. Some of the thread classes that are used
include: each user-terminal combination, each
program-user combination, and each privilege level.
A set of operations may be defined for each
thread class and carried out whenever a record in
the class is processed. A FOM is computed for
each thread as a time-decayed sum of the FOM’s
of its transactions. A transaction, or a thread, is
considered anomalous if its FOM is above a pre-
defined threshold.

The Sense module also provides an interactive
interface to the configuration settings, rule-base
maintenance routines, and analysis tools. W&S offers
several aids to the task of explaining the meaning
and cause of anomalous events. It has undergone
operational testing and has detected interesting
anomalies even in data originally thought to be
free of such events.

Other Related Work

Additional related work can be found in the liter-
ature. Some are worth mentioning even though they
may not fit in cleanly with our definition of an
intrusion detection system. Recall that an IDS
performs passive monitoring of computing resource
usage, without changing the system’s services per se.

The AT&T Dragons Approach — The AT&T
Bell Labs work [19, 20] deviates from the above
definition of an IDS because it replaces standard
servers by a variety of trap programs that look for
attacks. However, this approach is relevant because
it can detect intruders; study the attackers’ strate-
gies, tools, and techniques; and alert the SSO accord-
ingly. Specifically, these “proxy servers” are
implemented on AT&T Bell Labs’ Internet secu-
ritygateway research. att . com. Exceptforsome
servers such as mail, FTP, and telnet, other ser-
vicesare replaced by “dummy servers.” (This is part-
ly justified by the widespread existence of security
problems in current Internet software [21].)
Some of these dummies are “packet suckers”
while others are quite specialized. All such servers
log the incoming request, attempt to trace it back
(namely, employ counter-intelligence approaches
to learn more about the source of the attack, e.g.,
via reverse fingers), and try to distinguish between
legitimate users and outside attackers. These
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tools have detected a variety of attacks from sim-
ple doorknob-rattling (suchasguestlogin) to the more
determined (e.g., forged NFS packets). Finally, an
interesting chronicle on how an attacker is lured
into the machine and how his actions are studied
can be found in [20].

Signature Analysis— Some generic approaches for
representing and detecting “attack signatures” have
been reported [22-24]. One of these methods [22]
employs sequential rules that characterize a user’s
behavior over time. A rulebase stores patterns of
user activity, e.g., arule can characterize the sequen-
tial relationship between security-relevant audit
records. The rules can be static (based on security
policy) or dynamic (based on time-based induc-
tive learning techniques). Anomalies are detected
whenever auser’s activity deviates significantly from
those specified in the rules. The main strength of
this approach s that it allows adjacent security events
to be correlated.

Clustering Techniques — Many of the IDSs dis-
cussed above rely on features of system and user
behavior as inputs to their analysis algorithms which
then determine the likelihood of an intrusion.
The choice of these features is quite arbitrary and
isbasedsolely on the experience of an expert. Avery
relevant problem, called “clustering,” is to deter-
mine important features to be used in an effec-
tive IDS design. This approach could be based
upon an investigation of the experimentally-derived
effectiveness of the features at classifying users as
attackers and non-attackers [25, 26].

Network-Based Intrusion
Detection Systems

ISOA and IDES

Early IDS models were designed to support a single
host. However, more recent models accommodate
the monitoring of a number of hosts interconnect-
ed by a network, e.g., ISOA and IDES. These sys-
tems (ISOA and IDES) transfer the monitored
information (host audit trails) from muitiple
monitored hosts to a centralsite for processing. They
employ the same algorithms asin the host-based sys-
tems. They do not monitor any network traffic.

Network Anomaly Detection and
Intrusion Reporter (NADIR)

Overview — Network Anomaly Detection and Intru-
sion Reporter (NADIR) is a misuse detection
system designed for Los Alamos National Labo-
ratory (LANLY’s Integrated Computing Network
(ICN) [16]. It is an automated expert system,
which streamlines and supplements the manual
audit record review performed by the S50.
NADIR compares weekly network activity of
individual users and the ICN as a whole, against
expert rules that define security policy and
improper or suspicious behavior. It reports suspi-
cious behavior to the SSO, and provides tools to allow
the SSO to perform followup investigations.

System Organization — The ICN is LANL'’s main
computer network. It serves nearly 9,000 users
and includes computing equipment from super-

computers to terminals, each of which connect to
an ICN port. An ICN port belongs to one of four
partitions, each defined to operate at a certain
security level. That is, a computer can access
other computers in its partition or in partitions in
lower (less secure) levels. The partitions are
linked via a system of dedicated service nodes,
namely, Network Security Controller (NSC) that
provides user authentication and access control
onICN; Common File System (CFS) that stores data
from each partition separately and guards against
users in lower-partition machines accessing files
stored in higher-partition machines; and Security
Assurance Machine (SAM) that authenticates
and records all attempts to down-partition files
within CFS.

NSC, CFS, and SAM send raw audit records in
“home-grown” format to NADIR, which is run
onaSUN SPARCstation I1. NADIR isimplemented
using the Sybase relational database manage-
ment system.

System Operation — NADIR receives raw audit
records from NSC, CFS, and SAM, and it gener-
atesweekly summaries of both individual user activ-
ityand aggregate ICN activity. (An example raw audit
record from NSC would contain the partition and
ICN number of the machine from which the
authentication attempt is generated, plus the par-
tition, classification level, and network compo-
nent that the user wishes to access.) NADIR has
a set of built-in expert rules for misuse detection;
these rules are developed through audit analysis and
consultation with security experts. NADIR compares
weekly summaries with these rules, and assigns a
“level-of-interest” to each rule that is triggered.
A user’s suspicion level is the sum of the level-of-
interest of all rules it triggers. NADIR graphically
shows its weekly reports on network usage, and it
also highlights the most suspicious users. It can
also provide more detailed reports on raw or pro-
filed audit data to assist the SSO.

Network Security Monitor (NSM)
Overview (Advantages of Monitoring Network
Tratfic) — The Network Security Monitor (NSM)
has been developed at the University of Califor-
nia, Davis. The NSM is different from the IDSs
discussed earlier in that it does not analyze audit
trails [17, 27-29]. The NSM analyzes traffic on a
broadcast LAN to detect intrusive behavior. The
reasons for this departure from the standard
intrusion detection methods are outlined below.
First, although most IDSs are designed with the
goal of supporting a number of different operat-
ing system platforms, all present audit-trail-based
IDSs have only been used on a single operating
system at any one time. These systems are usual-
ly designed to transform an audit log into a propri-
etary format used by the IDS [5, 9, 14]. In theory,
auditlogs from different operating systems need only
to be transformed into this proprietary form for
the IDS to perform its analysis. An IDS that cansimul-
taneouslysupport multiple operating systems is desir-
able. On the other hand, standard network
protocolsexist, ¢.g., TCP/IPand UDP/IP,whichmost
major operating systems support and use. By
using these network standards, the NSM can
monitor a heterogeneous set of hosts and operat-
ing systems simultaneously.
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Component

Description

Connection_ID

Unigue integer used to reference this particular connection.

tnitiator_address

The internet address of the host which initiated the
connection.

The internet address of the host to which the connection

Receiver_address
was made.

Service An integer used to identify the particular service (i.e., telnet
or mail) used for this connection.

Start_time The time stamp on the first packet received for this
connection.

Delta_time The difference between the time stamp of the most recent
packet of this connection and the Start_time.

Connection_state | The state of the connection. States for a connection include

information such as: NEW-CONNECTION, CONNECTION-IN-
PROGRESS, and CONNECTION-CLOSED.

Security_state

The current evaluation of the security state of this
connection.

Initiator_pkts

The number of packets the host which initiated the
connection has placed on the network.

Initiator-bytes

The number of bytes, excluding protocol headers, contained
in the packets.

Reciever_pkts

The number of packets the host which received the
connection has placed on the network.

Receiver_bytes

The number of bytes, excluding protocol headers contained
in the packets. i

Dimension The dimension of the Initiator_X and the Receiver_X vectors.
This value is the number of strings patterns being looked
for in the data.

Initiator_X A vector representing the number of strings matched in
Initiator_bytes.

Receiver_X A vector representing the number of strings matched in

Receiver_bytes.

B Table 1. Connection vector.

Second, audit trails arc often not available in a
timely fashion. Some IDSs arc designed to per-
form their analysis on a separate host, so the
audit logs must be transferred from the source
host to a different machine for data analysis |S].
Furthermore, the operating system can often
delay the writing of audit logs by several minutes
[15]. The broadcast nature of a LAN, however, gives
the NSM nearly-instant access to all data as soon
as this data is transmitted on the network. [t is
then possible to immediately start the attack
detection process.

Third, the audit trails are oftenvulnerable. Insome
past incidents, the intruders have turned oft audit
daemons or modified the audit trail. This action
can either prevent the detection of the intrusion,
or it can remove the capability to perform account-
ability (who turned off the audit daemons?) and dam-
age control (whatwas seen, modified, or destroyed?)
The NSM, on the other hand, passively listens to
the network, and is therefore logically protected from
subversion. Since the NSM is invisible to the
intruder, itcannot be turned off (assuming itis phys-
ically secured). and the data it collects cannot be
modified.

Fourth, the collection of audit trails degrades

the performance of a machine being monitored (typ-
ically between 5 and 20 percent). Unless audit
trails are being used for accounting purposes, sys-
tem administrators often turn off auditing. If
analysis of these audit ogs is also to be per-
tormed on the host, added degradation will occur.
If the audit logs are transferred across a network
or a communication channel to a separate host
for analysis, loss of network bandwidth aswell asloss
of timeliness of the data will occur. In many envi-
ronments, the degradation of monjtored hostsor the
loss of network bandwidth may discourage admin-
istrators from using such an IDS. The alternative,
namely, the NSM architecture, does not degrade
the performance of the hosts being monitored.
The monitored hosts are not aware of the NSM,
so the effectiveness of the NSM is not dependent
on the system administrator’s configuration of
the monitored hosts.

And. finally, many of the more seriously docu-
mented cases of computer intrusions have uti-
lized a network at some point during the intrusion,
i.e., the intruder was physically separated from
the target. With the continued proliferation of
networks and interconnectivity, the use of net-
works in attacks will only increase. Furthermore,
the network itsclf, being an important component
of a computing environment, can be the object of
an attack. The NSM can take advantage of the
increase of network usage to protect the hosts
attached to the networks. It can monitor attacks
launched against the network itself, an attack that
host-based audit trail analyzers would probably
miss.

System Organization (The NSM Model) — The
NSM models the network and hosts being monitored
in a hierarchically-structurcd Interconnected
Computing Environment Model (ICEM). The [CEM
is composed of six layers, the lowest being the bit
stream on the network, and the highest being a
representation for the state of the entire net-
worked system.

The bottom-most, or first, layer is the packet layer.
This layer accepts as inputabit stream from abroad-
cast LAN, e.g., Ethernet. The bit stream is divid-
ed up into complete Ethernet packets, and a time
stampis attached to the packet. This time-augmented
packet is then passed up to the second layer.
Applicationof the NSM toother LAN environments
is straightforward.

The next layer, called the thread layer, accepts
asinput the time-augmented packets from the pack-
et layer. These packets are then correlated into
unidirectional data streams. Each stream consists of
the data (with the different layers of protocol
headers removed) being transferred from one
host to another host by a particular protocol (e.g.,
TCP/IP or UDP/IP), through a unique set (for
the particular set of hosts and protocol) of ports.
This stream of data, called a thread. is mapped
intoathrcadvector. Allthe thread vectors are passed
up to the third layer.

The connection layer, which is the third layer,
accepts as input the thread vectors generated by
the thread layer. Each thread vectoris paired, if pos-
sible, to another thread vector to represent a
bidircctional stream of data (i.e., a host-to-host con-
nection). These pairs of thread vectors are repre-
sented by a connection vector generated by the
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combination of the individual thread vectors.
Each connection vector is analyzed, and a reduced
representation, a reduced connection vector. is passed
up to the fourth Jayer.

Laver 4 is the host layer, which accepts as input
the reduced connection vectors gencrated by the con-
nection layer. The connection vectors are used to
build host vectors. Each host vector represents
the network activities of a single host. These host
vectors are passed up to the fifth layer.

The connected-network layer is the next layer
in the ICEM hierarchy. It accepts as input the
host vectors generated by the host layer. The host
vectors are transformed into a graph G by treat-
ing the Data_path_tuples of the host vectors
as an adjacency list. If Ghostl,host2,servi) is not
empty, then there isa connection, or path, from hostl
to host2 by service servl. The value for location
G(hostl,host2,servl) is non-empty if the host vec-
tor for hostl has (host2.servl) in its
Data_path_tuples.Thislayercanbuildthe con-
nected sub-graphs of G, calied a connected-network
vector, and compare these sub-graphs against his-
torical connected sub-graphs. This layer can also
accept questions from the user about the graph.
For example, the user may ask if there is some
path between two hosts — through any number
of intermediate hosts — by a specific service.
This set of connected-network vectors is passed
up to the sixth and final laver.

The top-most layer, called the system layer, accepts
as input the set of connected-network vectors
from the connected-network layer. The sct of
connected-network vectors is used to build a sin-
gle system vector representing the behavior of the
entire system.

System Operation (Detecting Intrusive Behavior)
— The traffic on the network is analyzed by a
simple expertsystem. The types of inputs to the expert
system are described below.

The current traffic cast into the ICEM vectors
as discussed above is the first type of input. Currently,
only the connection vectors and the host vectors
arc used. The components for thesc vectors are
presented in Tables Tand 11

The profiles of expected traffic behavior are the
second type of input. The profiles consist of expect-
¢d data paths (namely. which systems are expected
to establish communication paths towhich othersys-
tems. and by which service?) and service profiles
(namely, what is a typical telnet, mail. finger. etc.,
expected to look like?) Combining profiles and
current network traffic gives the NSM the ability
to detect anomalous behavior on the network.

The knowledge about capabilities of each of
the network services is the third type of input
(c.g.. telnet provides the user with more capabili-
ty than FTP does).

The level of authentication required for each
of the services is the fourth type of input (c.g..
finger requires no authentication, mail requests
authentication but docs not verify it, and telnet
requires verified authentication).

The level of security for each of the machines is
the fifth type of input. This can be based on the Nation-
al Computer Security Center (NCSC) rating of ma-
chines, history of past abuses onditferent machines,
rating received after running system evaluation soft-
ware such as Security Profile Inspector (SPT) [30]

Host_ID Unique integer used to reference this patticular host.
Host_address The internet address of this host.

Host_state The state of the host. States include: ACTIVE, NOT_ACTIVE.
Security_state The current evaluation of the security of this particular host,

Data_path_number|The number of data paths the currently connected to this
host. It may be considered the number of arcs from a
node in a graph.

Data_path_tuples |A list of four-tuple representing a data path from or to the
host. The tuple consists of: Other_host_address,
Service_ID, Initiator_tag, and Security_state (of the data
path). i

M Table 2. Host vector.

or COPS, orsimply which machines the SSO has some
control over and which machines the SSO has no
controlover (e.g.,a host from outside the monitored
LAN environment would fall in the second category).

The sixth type of input is signatures of past attacks.

The data from these sourcesisused toidentify the
likelihood that a particular connection represents
intrusive behavior, or if a host has been compro-
mised. The security_state, or suspicion
level, of a particular connection is a function of
four factors: the abnormality of the connection,
the security level of the service being used for the
connection, the direction of the connection sensi-
tivity level, and the matched signatures of attacks
inthe data stream for that connection. We elaborate
on these components of the security state
in the following paragraphs.

The abnormality of a connection is based on the
probability of that particular connection occur-
ring and the behavior of the connection itself. If a
connection from host A to host Bby service Cisrare,
then the abnormality of that connection is high. Fur-
thermore. if the profile of that connection compared
to a typical connection by the same type of service
is unusual (c.g., the number of packets or bytes is
unusually high in one direction for a FTP connec-
tion). the abnormality of that connection is high.

The security level of the service is based on the
capabilities of that service and the authentication
required by that service. The TFTPservice, for exam-
ple. has great capabilities with no authentication,
so the sccurity level for TETP is high. The telnet
service, on the other hand, also has great capabil-
jtics, but it also requires strong authentication. There-
fore. the security level for telnet is lower than
that of TFTP.

The direction of connection sensitivity level is
based on the sensitivity levels of the two machines
involved and onwhich host initiated the connection.
If a low-sensitivity-level host connects to or
attempts to connect to a high-sensitivity-level
host, the direction of connection sensitivity level
of that connection is high. On the other hand, if a
high-sensitivity-level host connects to a low-level
host, the direction of connection sceurity levelis low.

The matched signatures of attacks consist of
thevectors Initiator XandReceiver_ X which
are simply lists of counts for the number of times
some predetermined strings being scarched for in
the data is matched.

The connection vectors are essentially treated as
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M Figure 1. DIDS target environment

records in a database, and presentation of the infor-
mation may be made as simple requests into the
database. The default presentation format sorts the
connections by suspicion level and presents the
sorted list from highest suspicion level to the lowest.
Presentations can also be made by specifying time
windows for connection, connections from a specific
host, connections with a particular string matched, etc.

The security_state, or suspicion level, of
a host is simply the maximum security_state
of its connection vectors over a particular window of
time. The host vectors are also treated as records
into a database, and they may be presented in a
similar fashion as the connection vectors.

The NSM prototype has been deployed at UC
Davis, Lawrence Livermore National Laboratory,
and other DOE and Air Force sites. During a
particular two-month test period, the NSM analyzed
more than 111,000 connections on the Computer
Science LAN segment at UC Davis, and it cor-
rectly identified more than 300 of these connections
as intrusive. These security incidents spanned
more than 40 different computers, at least four
different hardware platforms, and at least six OS
types. The majority of these incidents were asso-
ciatedwith attempted break-ins, and some were suc-
cessful aswell. Additional incidents include stealing
of password files, running of password crackers
on password files, accessing of closed accounts by
ex-students, reading of other people’s mail, look-
ing around in other people’s directories, and
using other people’s accounts. It should be
remarked that approximately only one percent of
thesesecurity incidents were detected independently
by the system administrators.

Distributed Intrusion Detection System
(DIDS)

Overview — The Distributed Intrusion Detection
System (DIDS) is a joint project between UC Davis,
Lawrence Livermore National Laboratory, Haystack
Laboratory, and the US Air Force [31, 32]. It is an
outgrowth of the NSM project. DIDS is designed
to guard against some of NSM’s deficiencies, e.g., the
NSM cannot monitor an attacker who enters a sys-
tem via a dial-up line and hence may not generate

any network activity and the NSM can be spoofed
via encrypted traffic. Also, one would like to extend
the network intrusion detection concept from the
LAN environment to arbitrarilywider areas with the
network topology being arbitrary as well.

InDIDS, each host in the monitored domainis also
equipped with a host monitor. In the current DIDS
design, these hosts are assumed to be connected via
a LAN, which is monitored by aLAN monitor. Thus,
network monitor data is augmented by data from
monitored hosts. Generalization of the monitored
environment beyond the local area is an open prob-
lem, and a preliminary design has been proposed[33].

In DIDS, the host and LAN monitors report
any “interesting” events, which may possibly lead
to intrusive activity, to a centrally-located DIDS
director. The director employs an expert system
to detect possible attacks. An initial prototype of
DIDS has successfully demonstrated its ability to
track users as they move around the network
(possibly attempting to hide their true identities)
and to identify doorknob rattling attacks [32, 34].
The DIDS architecture performs information aggre-
gation so that even if the activity of a network-
wide user may not be suspicious on a single host,
the aggregate behavior may be suspect or unper-
mitted. One of the strengths of this architecture
is that it performs “accountability” by tying users
with their actions.

System Organization — The generalized distributed
environment is heterogeneous, i.e., the network nodes
can be hosts or servers from different vendors (Fig. 1).
The DIDS architecture combines distributed mon-
itoring and data reduction with centralized data anal-
ysis. This approach is unique among current IDSs.
The components of DIDS are the DIDS director, a
single host monitor per host, and asingle LAN mon-
itor for each broadcast LAN segment in the moni-
tored network. DIDS can potentially handle hosts
without monitors since the LAN monitor can report
on the network activities of such hosts. The host
and LAN monitors are primarily responsible for the
collection of evidence of unauthorized or suspicious
activity, while the DIDS director is primarily respon-
sible foritsevaluation. Reports are sentindependently
and asynchronously from the host and LAN mon-
itors to the DIDS director through a communications
infrastructure (Fig. 2). High-level communication
protocols between the components are based on the
1SO Common Management Information Proto-
col (CMIP) recommendations, allowing for future
inclusion of CMIP management tools as they become
useful. The architecture also provides for bidirec-
tional communication between the DIDS director
and any monitor in the configuration. This com-
munication consists primarily of notable events
and anomaly reports from the monitors. The
director can also make requests for more detailed
information from the distributed monitorsviaa GET
directive, and issue commands to have the distributed
monitors modify their monitoring capabilities via
a SET directive. A large amount of low-level fil-
tering and some analysis is performed by the host
monitor to minimize the use of network band-
width in passing evidence to the director.

The host monitor consists of a host event gener-
ator (HEG) and ahost agent. The HEG collects and
analyzes audit records from the host’s operating sys-
tem. The audit records are scanned for notable events,
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which are transactions that are of interest indepen-
dentof any other records. These include, among oth-
ers, failed events, user authentications, changes to
the security state of the system, and any network access
such as rlogin and rsh. These notable events are
then sent to the director for further analysis. The
HEG also tracks user sessions and report anoma-
lous behavior aggregated over time through user and
group profiles and the integration of the HAYSTACK
intrusion detection algorithm [5] into DIDS. The
host agent handles all communications between
the host monitor and the DIDS director.

Like the host monitor, the LAN monitor con-
sists of a LAN event generator (LEG) and a LAN
agent. The LEG s currently asubset of the NSM (17,
27, 29]. Its main responsibility is to observe all of
the traffic onits segment of the LAN in order to mon-
itor host-to-host connections, services used, and vol-
ume of traffic. The LAN monitor reports on network
activities such as rlogin and telnet connections,
the use of security-related services, and changes
in network traffic patterns.

The DIDS director consists of three major com-
ponents that are all located on the same dedicated
workstation— acommunications manager, an expert
system, and a user interface. Because the compo-
nents are logically independent processes, they could
be distributed as well. The communications man-
ager is responsible for the transfer of data between
the director and each of the host and the LAN mon-
itors. It accepts the notable event records from each
of the host and LAN monitors and sends them to the
expert system. Onbehalf of the expert system or user
interface, it is also able to send requests to the
host and LAN monitors for more information regard-
ing a particular user. The expert system is respon-
sible for evaluating and reporting on the security
state of the monitored system. It receives the reports
from the host and the LAN monitors, and, based
onthese reports, it makes inferences about the secu-
rity of each individual host, as well as the system
as a whole. The expert system is a rule-based sys-
temwith simple learning capabilities. The director’s
user interface allows the SSO interactive access
to the entire system. The SSO can watch activities
oneach host, watch network traffic (by setting “wire-
taps”), and request more specific types of information
from the monitors.

Itisanticipated that a growingset of tools, includ-
ing incident-handling tools and network-manage-
ment tools, will be used in conjunction with the intru-
sion-detection functions of DIDS. This will give the
SSO the ability to actively respond to attacks against
the system in real time. Incident-handling tools may
consist of possible courses of action to take against
anattacker, such as cutting off network access, a direct-
ed investigation of a particular user, removal of system
access, etc. Network-management tools that are able
to perform network mapping would also be useful.

System Operation — 1) The Network-user Iden-
tification (NID) One of the challenges for intrusion
detection inanetworked environment is to track users
and objects (e.g., files) as they move across the net-
work. For example, an intruder may use several
different accounts on different machines during the
course of an attack. Correlating data from several
independent sources, including the network itself,
can aid in recognizing this type of behavior and in
tracking an intruder to his source. In a networked

B Figure 2. Communications architecture.

environment, an intruder may often choose toemploy
the interconnectivity of the computers to hide his
true identity and location. Itmaybe thatasingle intrud-
er uses multiple accounts to launch an attack, and
that the behavior can be recognized as suspicious
only if one knows that all of the activity emanates
from a single source. For example, it is not partic-
ularly noteworthy if a user inquires aboutwhoiis using
a particular computer (e.g., using the UNIX who
or finger command). However, it may be indica-
tive of an attack (or a preparation of an attack) if
a user inquires about who is using each of the
computers ona LAN and then subsequently logs into
one of the hosts. Detecting this type of behavior
requires attributing multiple sessions, perhaps
with different account names, to a single source.

This problem is unique to the network environ-
ment and has not been dealt with before in this
context. The solution to the multiple user identity
problem is to create a network-user identification
(NID) the first time a user enters the monitored envi-
ronment, and then to apply that NID to any fur-
ther instances of the user [34]. All evidence about
the behavior of any instance of the user is then
accountable to the single NID. In particular, we must
be able to determine that smi th@host1isthesame
user as jones@host?2, if in fact they are. Since
the NID problem involves the collection and
evaluation of data from both the host and LAN mon-
itors, examining it is a useful method to under-
stand the operation of DIDS.

2) The Expert System. DIDS utilizes arule-based
(or production) expert systemwrittenin CLIPS. The
expert system uses rules derived from a hierarchi-
cal Intrusion Detection Model (IDM). The IDM
describes the transformation from the distributed
raw audit data to high-level hypotheses about
intrusions and about the overall security of the mon-
itored environment. This unified view of the dis-
tributed system simplifies the recognition of intrusive
behavior that spans individual hosts. The model
is the basis of the rule-base. The IDM consists of
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six layers, with each layer representing the result
of a transformation performed on the data.

The objects at the first (i.e., lowest) level are the
audit records provided by the host OS, by the LAN
monitor, or by any third-party auditing package. The
objectsat thislevel are both syntactically and seman-
tically dependent on the source. At this level, all
of the activity on the host or LAN is represented.

At the second level, the event (which has already
been discussed in the context of the host and
LANmonitor) is both syntactically and semantically
independent of the source standard format for events.

The third layer of the IDM creates a subject. This
introduces asingle identification for auser acrossmany
hosts on the network. It is the subject who is identi-
fied by the NID. Upper layers of the model treat the
network-user as a single entity, essentially ignor-
ing the local identification on each host. Similarly,
above this level, the collection of hosts on the LAN
is generally treated as a single distributed system with
little attention being paid to the individual hosts.

The fourth layer of the model introduces the event
in context. There are two kinds of context: temporal
andspatial. Asan example of temporal context, behav-
ior which is unremarkable during standard working
hours may be suspicious during off-hours [35]. The
IDM, therefore, allows for the application of infor-
mation about wall-clock time to the events it is con-
sidering. Wall-clock time refers to information about
the time of day, weekdays versus weekends and hol-
idays, as well as periods when an increase in activity
isexpected. Inaddition to the consideration of exter-
nal temporal context, the expert system uses time
windows to correlate events occurring in temporal
proximity. This notion of temporal proximity imple-
ments the heuristic that a call to the UNIX who com-
mand followed closely by a Login or logout is more
likely to be related to an intrusion than either of those
events occurring alone. Such related patterns of behav-
ior are also referred to as attack signatures [23, 24].
Spatial context implies the relative importance of the
source of events. That is, events related to a par-
ticular user, or events from a particular host, may
be more likely to represent an intrusion than sim-
ilar events from a different source. For instance, a
user moving from a low-security machine to a
high-security machine may be of greater concern
than a user moving in the opposite direction. The
model also allows for the correlation of multiple
events from the same user or source. Inboth of these
cases, multiple events are more noteworthy when
they have acommon element than when they do not.

The fifth layer of the model considers the threats
to the network and the hosts connected to it.
Events in context are combined to create threats.
The threats are partitioned by the nature of the abuse
and the nature of the target. In other words, what
istheintruder doing, and what s he doing it to? Abus-
es are divided into attacks, misuses, and suspicious
acts. Attacks represent abuses in which the state
of the machine is changed. That is, the file system
or process state is different after the attack than
it was prior to the attack. Misuses represent out-
of-policy behavior in which the state of the machine
isnotaffected. Suspicious acts are events which, while
not a violation of policy, are of interest to an IDS.
For example, commands which provide information
about the state of the system may be suspicious.
The targets of abuse are characterized as being either
system objects or user objects and as being either

passive or active. User objects are owned by non-
privileged users and/or reside within a non-privi-
leged user’s directory hierarchy. System objects
are the complement of user objects. Passive
objectsare files, including executable binaries, while
active objects are essentially running processes.

Atthe highestlevel, the model produces a numer-
ic value between one and 100 which represents the
overall security state of the network. The higher
the number, the less secure is the network. Thisvalue
is a function of all the threats for all the subjects
on the system. Here again we treat the collection
of hosts as asingle distributed system. Although rep-
resenting the security level of the system as a single
value seems to imply some loss of information, it pro-
vides a quick reference point for the SSO. In fact,
inthe currentimplementation, no information is lost
since the expert system maintains all the evidence
used in calculating the security state in its inter-
nal database, and the SSO has access to that database.

In the context of the NID problem, we are con-
cerned primarily with the lowest three levels of
the model: the audit data, the event, and the subject.
The generation of the first two of these have
already been discussed; the creation of the sub-
ject is the focus of the following subsection.

3) Building the NID. With respect to UNIX, the
only legitimate ways to create an instance of a user
are for the user to login from a terminal, a console,
or an off-LAN source, to change the user-id in an
existing instance, or to create additional instances
(local or remote) from an existing instance. In
each case, there is only one initial login (system-wide)
from an external device. When this original login
is detected, a new unique NID is created. This
NID is applied to every subsequent action generated
by that user. When a user with a NID creates a
new login session, that new session is associated with
his original NID. Thus, the system maintains a
single identification for each physical user.

We consider aninstance of a user tobe the 4-tuple
<session_start, user-id, host-id, time>.
Thus each login creates a new instance of a user. In
associatinga NID with an instance of a user, the expert
system first tries to use an existing NID. If no
NID can be found which applies to the instance,
anew one is created. Trying to find an applicable
existing NID consists of several steps. If auser changes
identity (e.g., using UNIX’s sucommand) on a host,
the new instance is assigned the same NID as the
previous identity. If a user performs a remote login
from one host to another host, the new instance gets
the same NID as the source instance. When no appli-
cable NID is found, a new unique NID is created.

The actual association of a NID with a user instance
is through the hypothesis net_user. A new hypoth-
esis is created for every event reported by the dis-
tributed monitors. This new hypothesis, called a
subject, is formed by another rule. The rule cre-
ates asubject, getting the NID from the net_user and
the remaining fields from the host audit record, if
and only if both the user-id and the host-id match.
It is through the use of the subject that the expert
system correlates a user’s actions regardless of
the login name or host-id.

There is still some uncertainty involved with
the NID problem. If a user leaves the monitored
domain and then comesback in with a different user-
id, itisnot possible to connect the two instances. Sim-
ilarly, if a user passes through an unmonitored
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B Figure 3. Statistical intrusion detection algorithms.

host, there is still uncertainty that any connection
leaving the host is attributable to any connection
entering the host. Multiple connections originat-
ing from the same host at approximately the
same time also allow uncertainty if the user
names do not provide any helpful information.
The expert system can make a final decision with
additional information from the hostand LAN mon-
itors that can (with high probability) disam-
biguate the connections. To deal with such
situations, a new concept, called “thumbprint-
ing,” which is a mechanism for identifying identi-
cal network connections, is being developed [33].

Case Study: An Intrusion
Detection Algorithm

Mhe intrusion detection algorithm used in the
HAYSTACK system is also the core of the
host monitor used in DIDS. This algorithm is
employed here as an example to demonstrate
how a statistical anomaly detection algorithm typ-
ically operates.

The HAYSTACK algorithm (hereafter referred to
as the algorithm) assumes that the audit trail gen-
erated from a host has been converted to a canoni-
calaudittrail (CAT)format. Eventhoughdifferent ma-
chines may generate audit data in different formats,
they can still be served by the same intrusion detec-
tion algorithm by having their generated audit infor-
mation converted to the CAT format. The algorithm

5 ¢
§§§ .
L

examines a CAT file to generate session vectors rep-
resenting the activities of the users’ sessions (where
a user session includes all activities between a login
and a logout). These session vectors are then analyzed
against specific types of intrusive activity, and “anoma-
ly scores” for the sessions are calculated. When the
scores cross some specific thresholds, warnings reports
are generated. The analysis of the session vectors
is the specific focus of our discussion here.

A user’sactivities are analyzed according to a four-
step process. The first step is to generate a ses-
sion vector representing the activities of the user
for a particular session. The second step is the
generation of a bernoulli vector representing the
attributeswhich are out of range for a particular ses-
sion. The third step is the generation of a weight-
ed intrusion score, for a particular intrusion type,
from the bernoullivector and a weighted feature vec-
tor. The fourth step is the generation of the suspi-
cion quotient representing how suspicious the
algorithm believes this session tobe when compared
to all other sessions.

This four-step process is shown in Fig. 3. Boxes
F, through F, represent the functions for each of
the above processes. Fig. 3 also shows the steps
G through Gj3 followed by the IDES statistically
anomaly detection algorithm [11], and it indi-
cates how the steps in the Haystack and the
IDES algorithms parallel each other. Werestrict our
attention to the Haystack algorithm here. Fy, the
generation of the session vector, is not covered. Func-
tions F, through F4 are discussed below.

The

HAYSTACK

algorithm
assumes
that the
audit trail
generated
from a host
has been

converted to

a canonical
audit trail
(CAT)
format.
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Fj: Generating the Bernoulli Vector

F, represents the function to generate the bernoul-
li vector from the session and the threshold vec-
tors. Each of these vectors, as well as the algorithm
to calculate the bernoullivector, are described below.

The session vector X = <xy,Xxp,, X, > repre-
sents the counts for various attributes used to
represent a user’s activities for a single session. A
session begins with a login audit record for a user
and terminates with a logout record. The login
and logout times are also included as part of the
session vector. Some of the attributes used include
session duration, number of files opened for
reading, and number of secure /O failures.

The thresholdvector T = <1y,1,,1,> represents
the ranges for each attribute i in which 90 percent
of historical measurements fall. Thus, each #;is a
tuple of the form <t; i, t; max™>. The algorithm
assumes that each of the ¢; vectors follows a Gaus-
sian distribution. In the current implementation
of the algorithm, all measurements are actually one-
tailed. That is, ¢; ,ny is set to 0, so that 90 percent
of all historical measurements for the attribute i
are less than or equal t0 £; ,qy-

The bernoulli vector B = <by, by, - ,b,>isa
simple binary vector representing which of the
attribute counts fall outside the thresholds for the
particular user group. That is, if the count for the
ith attribute x; falls outside the range #;, then b; will
be set to one; otherwise, b; is set to zero. Thus,
the function F, can be described by:

fori« 1ndo

b=1"
1

F3: Generating the Weighted Intrusion
Score
F; represents the function to generate the weight-
ed intrusion score for a particular session and for
a particular intrusion type. By itself, the weighted
intrusion score is meaningless; however, with the
knowledge of the distribution of the weighted
intrusion scores for all sessions, this weighted
intrusion score can be used to assign a suspicion value
to the session. The weighted feature vector and
the algorithm to calculate the weighted intrusion
score are described below.

Aweightedintrusionvector W= <wy,wy,,w,,>
exists for each group and intrusion type pair.
Each w; relates the importance of the i#" attribute
to detecting the particular intrusion type. Therefore,
if w; > wy, then the fact that the i'® attribute
exceeds the threshold #; is more useful in detect-
ing the particular intrusion than the fact that the
Jj* attribute exceeds the threshold ¢;.

The weighted intrusion score is simply the sum
of all weights, w;, where the i attribute exceeded
its threshold #;. Its value is given by:

ti, min < Xi sy

i, max

otherwise

n
weighted intrusion score = 2 byxw;

=1

Fy4: Generating the Suspicion Quotient

F, represents the function to calculate the suspi-
cion quotient, or suspicionvalue, for a particular ses-
sion and intrusion type. The suspicion quotient

describes how closely a session resembles the
intrusion type as compared to all other sessions.
For example, if session one has a suspicion quo-
tient which is greater than that of session two,
thensession one issaid to have a greater resemblance
to the intrusion type than session two.

The suspicion quotient for asessionis determined
bywhat percentage of random sessions have a weight-
ed intrusion score less than or equal to the weight-
ed intrusion score of the current session. In other
words, if all sessions were ordered by their weight-
ed intrusion scores, the suspicion quotient would
indicate where in the ordering this particular session
would be placed. If the suspicion quotient for a
sessionwas 97 percent, then only 3 percent of all ses-
sions would be considered more suspicious.

A table can be generated to provide the suspi-
cion quotient from the weighted intrusion score.
Function F, would then be reduced to a table
look-up operation of the form:

suspicion quotient=TABLE

[weighted_intrusion_score]

The following algorithm can be used to calculate
the suspicion quotient from a weighted intrusion
score and a weighted feature vector. The algorithm
has two major steps: calculate the probability that
asessionwill have ascorej,and sum the probabilities
for all scores j < max_score, where max_score is the
maximumscore any weighted intrusionscore can have.

The first step, calculating the probability that a
session will have a score of j, is performed by the
dynamic programming algorithm below. It uses the
table P where P;; is interpreted to be the probability
that a session wiﬁ have a score of j using the weights
of the firsti attributes. Pr;(0) is defined to be the prob-
ability that the i# attribute will be within its thresh-
old (and thusb;*w; = 0). Similarly, Pr; (1) is the probability
that the it attribute will be outside its threshold (and
thusb;*w; =w;),1.e.,Pr;(1) = 1-Pry{(0). The param-
eters {Pr;y(0),i = 0, 1,---, n} are user selectable,
and in the HAYSTACK system, they are all set to
0.9. The first step of the algorithm follows.

/* initialize the probability table */
Pgy=1.0
forj « 1 tomax_score do

Py =00
/* fill in the probability table */
fori«1tondo

for j « 0 to max_score do

P;j =Py * Pri(0) + Piyj, * Pri(1)

After the algorithm terminates, the table Py ;
describes the probability that a random session
will have a weighted intrusion score = j.

The secondstep of the algorithm calculates the prob-
ability that a random session’s weighted intrusion
score is less than or equal to the weighted intru-
sion score given. This is given by the equation

score

suspicion quotient = ZP,I’ j
i=0

Insummary, the intrusion detection algorithm out-
lined above analyzes a session vector in three steps:
1) it calculates a bernoulli vector, 2) it calculates the
weighted intrusion score, and 3) it calculates the sus-
picion quotient.
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Conclusion

I ntrusion detection is a viable and practical approach
for providing a different notion of security in
our huge and existing infrastructure of (possible inse-
cure)computer and network systems. Intrusion detec-
tion systems are based on host-audit-trail and network
traffic analysis, and their goal is to detect attacks,
preferablyin real time. A number of prototype intru-
sion detection systems have beenbuilt, and this con-
cept has been proven to be extremely promising.

In the future, it is expected that the current proto-
types will be developed furtherin order to turnthem
into production-quality systems. Benchmarking mech-
anisms in order to test the effectiveness of IDSs should
be developed. Accurate approaches for represent-
ing attacksand misuse (including development of mod-
elsfor new attack methods) as well as new and more-
effective detection strategies must be investigated.
In addition, much more research is expected to be
conducted, e.g.,how can the intrusion-detection con-
cept be extended to arbitrarily large networks
(e.g., the worldwide Internet), how can the IDS itself
be protected from attackers, etc.
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